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To the Citizens of Maryland and Baltimore County,

The General Assembly, at its First Session after the adoption of the Maryland Constitution,
established throughout the State a thorough and efficient System of Free Public Schools and shall
provide by taxation, or otherwise, for their maintenance.! The Maryland Office of the Inspector
General for Education (OIGE) plays a crucial role in protecting State funds allocated to local
school systems. Our main goal is to prevent and uncover fraud, waste, abuse, and educational
mismanagement within School Boards, the Maryland State Department of Education, the
Interagency Commission of School Construction, the twenty-four (24) local education agencies,
and non-public schools that receive State funding across Maryland.

EXECUTIVE SUMMARY

The Office of the Inspector General for Education (OIGE) received multiple complaints alleging
that the Baltimore County Public Schools (BCPS) system is operating an ineffective and inefficient
artificial intelligence (AI) gun detection project at Kenwood High School (Kenwood).
Additionally, OIGE received claims that the software violated students' civil rights because its
detection algorithm targets disadvantaged students and students of color more than other students.
The complaints filed specified an incident that occurred at Kenwood on the evening of October
20, 2025.

OIGE investigated the incident and reviewed the policies, procedures, training, and notification
protocols in place at BCPS as of October 20, 2025.

Background

During the 2023 school year, the Baltimore County Public Schools system tested a school safety
weapons-detection system to enhance student and staft safety at BCPS facilities. BCPS chose
Omnilert, an Artificial Intelligence (AI) weapons detection provider with nationwide experience
in school safety environments. In brief, Omnilert sends alerts when the Al detection system
identifies an object being carried by a person as a potential threat. The system uses a probabilistic

! Constitution of Maryland, Article VIII, Education, Section 1
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algorithm to estimate the likelihood that the object is a threat. Then, monitoring staff review the
Al detection results, assess the threat, and determine if the object truly poses a danger. The alert
message (sent via text and also accessible through the Omnilert Application) includes a link that
directs the reader to the Omnilert system notification. The user can then view, review, and verify
the alert in three ways: a video of the detection, a magnified still image with a red-highlighted box
showing the suspected object, and a still image of the identified threat or object. If found not to be
a threat, the designated reviewer cancels the alert using a function key on their phone, and a
cancellation notice is sent via the SMS notification system.

If Omnilert deems the alert a threat, a notification containing other identifiable information is sent
to BCPS staff and shared with law enforcement for further review. Once the alert is validated,
BCPS will coordinate with BCoPD to assist with facility logistics.

In the case of Kenwood, OIGE determined that an alert was generated as a potential threat based
on the individual's position, the items' reflective properties, and relevant hand movements.
Omnilert provided BCPS and selected BCoPD staff with the corresponding identifiable
information for further review and threat assessment. BCPS staff and a BCoPD member
immediately reviewed the information and deemed the threat invalid. A cancellation notice was
then sent via SMS to the notification staff, canceling the alert.
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Omnilert Al Gun Detection

In 2004, Omnilert was founded and developed to serve as an emergency communications system.
Over the years, the company integrated social media platforms, such as Facebook and Twitter, into
its system. The system offers inbound tips or notifications through SMS text messaging and the
Omnilert Instant Application. In 2023, Omnilert launched its first major deployments for full
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school districts and major metro hospitals. In 2025, Omnilert was recognized by the United States
Department of Homeland Security’s SAFETY Act as a designated anti-terrorism technology.

Omnilert describes itself as an “automated emergency response platform that helps save lives and
reduces the operational, legal, and social costs of gun violence by enabling existing security
cameras to identify firearms the moment they are brandished.”?

Al Gun Detection Software Usage

In this case, OIGE’s investigation found that Omnilert’s monitoring staff receives alerts from over
9,500 cameras indicating potential threats. When an alert is received, the Al detection software
assesses the likelihood that the detected item is a real threat. If the item meets the probability
threshold, Omnilert monitoring staff visually review the alert to determine whether the identified
object is a threat. Although the Al detection system generates thousands of alerts daily, the initial
review process filters out items that were initially detected but later found to be non-threats.
(Examples included Junior ROTC replica weapons used during marching drills and children
playing on school grounds with look-alike toys.) OIGE found that after the initial alert system
review, roughly 200 alerts were forwarded to Omnilert monitoring staff for further evaluation and
visual inspection. OIGE’s review found that, following Omnilert's monitoring and visual-check
protocols, BCPS receives approximately 12 alert notifications daily that require additional review
by school safety staff. These alerts are then reviewed by staff from the Department of School Safety
and selected law enforcement personnel.

Alert Notification Procedures

The BCPS Executive Director of the Department of School Safety serves as the administrator for
the Omnilert system within the school system. BCPS uses Omnilert’s 24/7 service to oversee its
camera system. The OIGE review revealed that the Omnilert system sends Short Message Service
(SMS) messages, also known as text messages, to select BCPS and police personnel on their
personal or agency-issued phones. (The SMS link works on both Android and iPhone devices in
the same way.)

The BCPS Executive Director of the Department of School Safety, the designated Zone School
Security Manager, and the school principal(s) and assistant principal(s) all receive text messages
for their respective schools. Along with BCPS personnel, BCPS partners with the Baltimore
County Police Department (BCoPD) through the Safe School initiative. This program enables
BCPS and BCoPD to coordinate programs and services, enhancing safety across the county's 165
school buildings. The notification group for the BCoPD Safe Schools includes numerous BCoPD

2 Omnilert website, https://www.omnilert.com/about-us (Last viewed, November 12, 2025)
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staff. In addition to these members, some precinct-level personnel also receive the same text
message.

Procurement Practices

OIGE reviewed procurement documents in this case and found that BCPS purchased Omnilert
using a piggyback provision. This provision allows government agencies to use the terms of a pre-
existing contract of another government entity to buy goods or services without a new competitive
bid. The original contract must have been awarded through a fair and open competitive process,
and the vendor must be the same. Baltimore County Government permits this practice as long as
it does not conflict with the County’s policy or procedures. (BCPS procurement practices follow
state procurement laws.)

Cost Analysis

OIGE reviewed the cost of the AI Detection system for fiscal years 2024 to 2027. Our review
showed that BCPS allocated $560,000 annually for the Omnilert monitoring service. Based on the
number of students enrolled® in BCPS for the school year (SY) 2024-2025, the cost to operate the
Omnilert Al Weapons Detection monitoring system amounts to $5.09 per student per year, or less
than $.028 per school day (180 calendar days).

State of Maryland Legislation

The 2025 Maryland General Assembly enacted legislation* requiring the Maryland Center for
School Safety to conduct a study on the most effective methods for detecting deadly weapons in
public middle and high schools. An interim report on this legislation is required by December 1,
2025, and a final report on the study's findings is due by December 1, 2026.

FINDINGS

1) OIGE found that the Omnilert Al Weapons Detection software did not show any bias when
identifying an object flagged as a potential threat. Our review determined that the detection
system and monitoring protocols operated within the designed parameters, alerting on
objects that could pose a threat. Additionally, our review found that the alert software does
not consider an individual's gender or race in its probability algorithm; it focuses solely on
the moving object.

3 Baltimore County Public Schools, Students Count 2024, The Annual Report of Student Enrollment, School
Utilization, and Enrollment Projections, Current State, pg. 1, ...enrollment as of September 30, 2024, is 110,066.
42025 Maryland General Assembly Session, House Bill 0782, Chapter 244, Study on Detecting Deadly Weapons in
Public Middle and High Schools, Effective date June 1, 2025.
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2) OIGE was advised that BCPS has received “thousands” of Omnilert threat-identified alerts
since the system was activated. OIGE reviewed BCPS data from November 2023 to
November 2025 and found that the Omnilert monitoring system filtered out 96% of the
objects it alerted on and did not require further action. OIGE also found that fewer than 1%
of alerts forwarded to BCPS by Omnilert required notifying law enforcement.

3) OIGE was informed that before activating Omnilert, BCPS School Safety staff provided
in-person training to administrators, principals, and assistant principals. OIGE received a
copy of the presentation used before Omnilert's activation and during the spring 2023
training sessions. However, OIGE could not verify if the training took place during this
period due to the absence of attendance logs. Additionally, OIGE was told that since July
2024°, BCPS has held only a few meetings on the use of the alert system and has not
conducted any individual training. OIGE confirmed that a Safety Update was held with
BCPS staff on November 5, 2025, and that an internal Omnilert training link is now
available to staff.

4) OIGE found that the delegation of authority did not specifically address inadvertent
communications of previously canceled threats being forwarded as an active threat to
BCoPD personnel. Additionally, OIGE found that a total of 15 personnel, five (5) BCPS
and 10 BCoPD, received the Omnilert notification on October 20, 2025. Of these
individuals, designated BCPS and BCoPD personnel have secondary authority to cancel
an alert. Only the BCPS Executive Director of School Security has the primary authority
to issue a cancellation override of a cancelled alert. OIGE found that although BCPS had
a delegated authority protocol, other personnel receiving an alert could bypass or
circumvent it by simply making a phone call or sending a text message to BCoPD
personnel.

5) In the Kenwood event, the Omnilert system did not detect a single blue potato chip bag as
a threat. The perceived threat was based on the student's hand movement, including its
position and angle. The student’s hand was holding an unidentified item that extended
slightly beyond the fingers and was held at a slight angle near the hip or pocket level. The
Al Gun Detection software identified the item, its angle, and position as someone having
an object resembling a firearm. The detected threat item and the hand's position were
highlighted in a red box as the threat alert. In this case, OIGE found that the combination

> Amended — OIGE has updated the date in this report from 2023 to 2024. After publishing this report, BCPS
provided documents showing that during the 2023 Omnilert pilot and in early 2024, the former Executive Director
of School Safety trained principals, assistant principals, and executive staff on how to use the system. However,
OIGE was unable to verify if this practice continued into 2025.



of the student’s hand position and the unidentified object, not a single potato chip bag,
prompted an AI Gun Detection system to alert as a potential threat.

6) OIGE found that although the alert is initially shown on a phone screen, zooming in on the
red-boxed still image or watching the embedded video could cause the user to overlook the
cancellation text message when the photos are enlarged.

7) In the Kenwood event, the principal viewed the alert via an SMS text message that
contained a Uniform Resource Locator (URL) link sent by Omnilert. They immediately
clicked the link, and a video of the event appeared on their phone’s screen. The principal
said they paused the video and enlarged it to see if a weapon was visible. The principal
further noted that, after reviewing the footage and not seeing the cancellation notice, they
attempted to contact the BCPS Zone Safety Manager about the alert’s status. The principal
stated their call went unanswered. They also said they contacted the school’s SRO (on the
SRQO’s personal phone, not the one issued by the BCoPD) to check if the SRO was aware
of the alert. The principal said that it wasn’t until after they watched the video, tried to
contact safety staff, and spoke with BCoPD personnel—who informed them that the police
had cleared the school grounds—that they noticed a cancellation had been issued.

8) OIGE found that the Omnilert program requires ongoing monitoring by BCPS staff to
ensure an effective and efficient response. In the Kenwood matter and in response to the
threat alert on November 7, 2025, at Parkville High School, BCPS staff sent cancellation
notifications via the Omnilert SMS notification system. OIGE further found that, after the
cancellation notice was sent, external sources included in BCPS’s notification process
continued the threat notification protocol out of what was described as “an abundance of
caution.” Despite these internal control protocols, BCPSs lost their authority and ability to
control external alert notifications and their response methods when law enforcement is
involved. Although this protocol was meant to be all-inclusive, the loss of alert notification
controls could place not only BCPS staff and students at risk but could also place
responding law enforcement in a potentially tragic situation.

RECOMMENDATIONS

1) OIGE recommends that the BCPS Department of School Safety review its protocol
regarding the number of individuals who receive alert notifications. OIGE found that
Omnilert provides a two-tier notification system. The primary alert notification feature
allows internal BCPS staff to assess whether an alert indicates a threat initially. If BCPS
determines that the alert is an actionable threat, it can then use the secondary notification



2)

3)

feature provided by Omnilert to inform BCoPD personnel of the confirmed threat and share
identifiable information. This ensures internal notification controls are followed and
BCoPD personnel are fully informed of a verified threat. It is further recommended that
BCPS establish a default notification protocol in the event that primary alert recipients
cannot respond promptly to an identified threat. This alert would then notify law
enforcement and provide them with identifiable information and location.

OIGE recommends that BCPS consider using the Omnilert Applicant (App) for designated
staff instead of the SMS text message notification. This ensures that all designated staff
review the notification in the same format. The App can be installed and accessed on any
10S or Android phone.

OIGE recommends that BCPS conduct bi-annual training for school executive staft and
members of the Baltimore County Police Department on the use of and established
notification protocols employed by the Department of School Safety when a threat is
verified using Omnilert.

The recommendations detailed in this report aim to assist BCPS in continuing its efforts to create
a safer, more stable, and legally compliant school safety environment, even as broader workforce
challenges persist. By adopting these measures and ensuring proper training and protocols, BCPS
can greatly enhance safety and security for both staff and students under its supervision.

OIGE recognizes that information may be updated or changed after an investigation is finished.
OIGE thanks the members of the Baltimore County Public School system, the Baltimore County
Public Schools - Department of School Safety, the Maryland Center for School Safety, the staff of
Kenwood High School, and representatives from Omnilert for their cooperation during this
investigation.

Respectfully,

=

Richard P. Henry
Inspector General

Cc: Dr. Myriam Rogers, Superintendent, BCPS
Jane E. Lichter, Chairperson — BCPS Board of Education
Margaret Ann Howie, Esq., Chief Counsel, BCPS



